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IN THE CLAIMS 

1. (Currently Amended) A method for forming a data table stored in memory, the data 
table forming a library index of storage locations to electronic digital content, the 
method comprising the steps of: 

r e ce i v i ng an encrypted fi le from storage wheroin tho fil e has a bog i nn i ng, an e nd 

and a tra i l e r s e ction locat e d just prior to th o end; - 

r e ading a pr e determined d i stance into the fi le to rotriove an ident i fier placed at o 

prodotorminod position; 

d e crypting a ident i fier with a first docrypting koy; 

determin i ng i f tho identifier i o valid and if tho idontifior is va li d then performing tho 

stopo of: 

r e ad i ng tho tra il er s e ction from tho fi l o; 

decrypting the trailo r at least a s ection of a file w ith thea first decrypting key A 
wherein the first decrypting key is formed as a combination of a base key, a time- 
stamp, and an update number so as to uniquely correspond to both a given time and a 
given update in the section of the file : 

determining if there are any updates in the trailef-section of the file to any data 
items that form a library index of storage locations to electronic digital content and if 
there are no update s to tho trai l er sect i on then performing the steps of: 

decrypting , with the first decrypting kev. a reference table containing one 

or more data tab l e location indicators for storing the data item s in a data table 

with th e first docrypting koy ; 

d e crypting ono or data items w i th th e first decrypting koy; and 

populating the data tabie with the data items at locations specified by the 

location indicators in the reference table with data . 

2. (Original) The method according to claim 1 , wherein the step of populating the data 
table includes populating the data table in a tamper resistant environment. 
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3. (Currently Amended) The method according to claim 1 , further comprising the steps 
o f retrieving from a kev database at least one of : 

r e tri e v i ng a base ke y from a koy database ; and 
rotrioving a time-stamp from th o databaco fi l o ; and 
an update number 

form i ng th e first docrypting koy as a combination of tho bas e k o y and tho 
timostomp . 

4. (Currently Amended) The method according to claim 1 , wherein the step of 
determining if there are any updates in the trailer-section of the file includes: 

getting an offset to an update reference table; 

decrypting the update reference table containing one or more data tablo location 
indicators for update s to the data items with the first decrypting key; 
doorypting ono or moro update data items with tho f i rct decrypting koy; and 

populating the data table with the_update s to the data items at locations specified 
in the update reference table with the update s to the data items , 

5. (Withdrawn) A method for storing electronic digital content, the content containing an 
index to memory address locations containing one or more members forming the 
library, the library index stored in a data table in memory, the data table comprising one 
or more entries with address references to metadata and address references to content 
data for each of the one or more members forming the library, the method comprising 
the steps of: 

writing a header section comprising a row/size indicator; 

writing a data section immediately after the header section, the data section 
comprising one or more data items represented in a length-data string format, wherein 
the data section comprises references to one or more pieces of metadata and content 
data forming the one or more members in the library of electronic digital content; 
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writing a reference table section immediately after the data section, the reference 
table section comprising a plurality of row/column entries, wherein a number of columns 
forming each row is specified by the row/size indicator and wherein one or more 
row/column entries in each row of the reference table represent offsets to each of the 
one or more pieces of metadata and content data forming the electronic digital content; 
and 

writing a trailer section immediately after the reference table section, the trailer 
section comprising an offset to the beginning of the reference table. 

6. (Withdrawn) The method according to claim 5, wherein the step of writing the 
reference table section includes writing a reference table section with an token identifier 
to determined subsequently if the stored library was altered by a unauthorized party. 

7. (Withdrawn) The method according to claim 5, wherein the step of writing the data 
section immediately after the header section includes writing the data section within a 
tamper resistant environment. 

8. (Withdrawn) The method according to claim 6, further comprising the step of 
encrypting the data section with a first encrypting key. 

9. (Withdrawn) The method according to claim 7, wherein the step of writing a reference 
table section further comprises writing one or more update content sections 
representing one or more updates to the one or more members forming the library of 
electronic digital content, wherein each of the one or more update content sections is 
written after the trailer section, and wherein each update content section includes at 
least one: 

update data section, the update data section comprising one or more updated 
data items represented in a length-data string format wherein the data section 

SOM920010003US1 4 of 16 09/884,618 



PAGE 6/18 ' RCVD AT 10/13/2005 10:07:39 AM [Eastern Daylight Time] * SVR:USPTO-EFXRF-6MC • ONJS: 2 738300 * CSID:561 989 9812 * DURATION (mm-ss):05-58 



10/13/2805 10:02 561-989-9812 



FLEIT KAIN ET AL. 



PAGE 07/18 



comprises references to one or more pieces of updated metadata and updated content 
data forming the electronic digital content; 

update reference table section immediately after the update data section, the 
update reference table section comprising row/column entries, wherein one or more 
row/column entries in each row of the reference table represent offsets to each of the 
one or more pieces of metadata and content data forming the electronic digital content; 
and 

update trailer section immediately after the update reference table section, the 
update trailer section comprising an offset to the beginning of the update 1 reference 
table. 

10. (Currently Amended) A method for forming a data table stored in memory, the data 
table forming a library index of storage locations to electronic digital content, the 
method comprising the steps of: 

rotrioving an encrypted file from storage wher e in tho filo has a boginning, an end 
and tra i lor ooction locatod just prior to tho ond; 

r e ading from the ond of tho fi l e, a prcdotorminod d i stance, to road an identifier 

placed at a predetermin e d pos i t i on; 

d e crypting a token with a first decrypting k o y; 

dotormining if tho tokon i c valid and if th e tokon ic valid thon perform i ng th o c topo 

eft 

r e ad i ng tho trailor sect i on from tho filo; 

decrypting thea trailer section of a file w ith thea first decrypting ke y, wherein the 
first decry pting key is formed as a combination of a base key, a time-stamp, and an 
update number so as to uniquely correspond to both a given time and a given update in 
the trailer section of the file : 

determining if there are any updates in the trailer section of the file to any data 
items that form a library index of storage locations to electronic digital content and if 
there are no updates to tho tra il or s e ction then performing the steps of: 
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decrypting , with the first decrypting key, a reference table containing one 
or more data tab l o location indicators for storing the data items in a data table 
with tho first decrypting koy ; 

decrypting ono or the data items with the first decrypting key; and 
populating the data table with the data items at locations specified by the 
location indicators in the reference table with data . 

1 1 . (Currently Amended) A computer readable medium containing programming 
instruction for forming a data table stored in memory, the data table forming a library 
index of storage locations to electronic digital content, the programming instructions 
comprising: 

r e c ei ving an onoryptod f i lo from storago wh e r e in tho filo has o beginn i ng, a n end 

and a tra i ler soction locat e d just prior to tho ond; 

rooding a predet e rm i n e d d i stance into tho filo to rotriov o an i d e ntifi e r p l aood at a 

pr e d e t e rmin e d pos i tion; 

decrypting -a id e ntifi e r with a f i rst decrypting koy; 

d e t e rmin i ng if tho identifi e r i s va li d and if tho idontifior i s val i d th e n p e rforming tho 
s t e ps of: 

r e ading tho tra i ler soct i on from th e fi l o; 

decrypting tho tra il o r at least a section of a file w ith thea first decrypting key, 
wherein the first decrypting kev is formed as a combination of a base key, a time- 
stamp, and an update number so as to uniquely correspond to both a given time and a 
given update in the section of the file : 

determining if there are any updates in the trai le r section of the file to any data 
items that form a library index of storage locations to electronic digital content and if 
there are no updates to tho tra il er s e ction then performing the steps of: 

decrypting , with the first decrypting key, a reference table containing one 

or more data tab l e location indicators for storing the data items in a data table 

with tho f i rst d e crypting k e y ; 
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docrypting ono or data itomo with tho firet docrypting key; and 

populating the data table with the data items at locations specified by the 
location indicators in the reference table with data . 

12. (Original) The computer readable medium according to claim 1 1, wherein the 
programming instruction of populating the data table includes populating the data table 
in a tamper resistant environment. 

13. (Currently Amended) The computer readable medium according to claim 1 1 , further 
comprising the programming instruction of retrieving from a key database at least one 
of: 

re tr ie ving a base ke y from a koy database ; 
rotriov i ng a time-stamp from th e database filo ; and 
an update number. 

forming tho first docrypting k e y a s a combination of tho baso koy and tho 
t i m e stamp 

14. (Currently Amended) The computer readable medium according to claim 11, 
wherein the programming instruction of determining if there are any updates in the 
transection of the file includes^: 

getting an offset to an update reference table; 

decrypting the update reference table containing one or more data tablo location 
indicators for update s to the data items with the first decrypting key; 

d e crypting on e or moro updato data itomo w i th the firot decrypting kov: and 
populating the data table with the updat es to the data items at locations specified 
in the update reference table with the update s to the data items . 

15. (Currently Amended) An end user information processing system comprising: 
SOM920010003US1 7 of 16 09/884,618 
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a data table stored in memory, the data table forming a library index of storage 
locations to electronic digital content; 

an e ncrypt e d file roco i v e d rocoiv i ng from storag e whoroin tho fi l o has a 

b e ginn i ng, an ond and trail e r section l ocated just prior to tho o nd; 
an i d e ntifior plocod at a pr o d o tormined distanco in tho filo - 

a first decrypting key for decrypting a idont i fior at least a section of a file, wherein 
the first decrypting k ey is formed as a combination of a base kev. a time-stamp, and an 
update number so as to uniouelv correspond to both a given time and a given update in 
the section of the file : 

means for determining if tho i dontifior is va li d and i f tho -i d e ntif i or is valid thon 
moans for dotcrmining if there are any updates in the tfaite^section of the file to one or 
more data items that form the library index of storage locations to electronic digital 
content and whoroin tho tra i tor noctinn ha R h p . <=» n Hnr.ryptnri ™rfth th" first doorypting k oy 
soction, and if thoro ar e any updates i n tho traitor s e ction, if there are no updates t hen 
decrypting, with t he first decrypting kev, a reference table containing one 

or more location indicators for storing the data items in a data table: and 

populating the data table with the data items at locations specified by the 

location indicators in the reference table with data . 

16. (Currently Amended) The end user information processing system according to 
claim 15, wherein the means for d e t e rmining i f tho i d e ntifior is va l id furth e r i nc l ud os 
populating the data table includes populating the data table in a tamper resistant 
environment. 

17. (New) The method according to claim 1, further comprising decrypting one or data 
items with the first decrypting key. 

18. (New) The method according to claim 4, further comprising decrypting the updates 
to the data items with the first decrypting key. 
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19. (New) The computer readable medium according to claim 11, further comprising 
decrypting one or data items with the first decrypting key. 

20. (New) The end user information processing system according to cfaim 15, further 
comprising decrypting the updates to the data items with the first decrypting key. 

21. (New) The end user information processing system according to claim 15, wherein 
the means for populating further comprises 

getting an offset to an update reference table; 

decrypting the update reference table containing one or more location indicators 
for updates to the data items with the first decrypting key; and; 

populating the data table with the updates to the data items at locations specified 
in the update reference table with the updates to the data items. 

22. (New) The e>nd user information processing system according to claim 20, further 
comprising decrypting the updates to the data items with the first decrypting key. 
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